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1 General information

1.1

1.2

1.3

Introduction

The production of products in the pharmaceutical and food industry as well as related industrial sectors
is subject to mandatory record keeping requirements.

In the past, people used paper-based recorders for recording process data. To protect consumers, the
parameter values recorded onpaper were archived for decades to ensure complete proof of production
and traceability in the event of deviations.

The introduction of paperless process recording technology triggered a shift from paper-based to paper-
less recorders.

The Food & Drug Administration (FDA) in the USA passed Title 21 CFR Part 11 (Code of Federal Reg-
ulations) in 1997 regulating the proper and clearly traceable recording of electronic process data.

This law defines the requirements for Electronic Records and Electronic Signatures, i.e. the paper-
less logging of production processes as well as electronic signatures that correspond to a handwritten
signature.

Compliance with the requirements of Title 21 CFR Part 11 now forms the foundation for the global ac-
ceptance of products from the pharmaceutical and food industry.

Section 3 of this white paper provides the user with information on the measures taken to meet the re-
quirements for each section of the legal text.

Implementation of Title 21 CFR Part 11

With the paperless recorder, as identified below, and the corresponding PC software components (setup
program, PC Evaluation Software, PCA Communication Software, PC Security Manager Software, and
PC Audit Trail Manager Software) and its functional features, JUMO meets the FDA requirements of Title
21 CFR Part 11 in terms of electronic records and electronic signatures.

System components of the paperless recorder

Der Bildschirmschreiber LOGOSCREEN 600 mit Typenzusatz 888 (nachfolgend Recorder genannt)
stellt mit seinen Systemkomponenten im Sinne des 21 CFR Part 11 ein geschlossenes System dar.

The LOGOSCREEN 600 paperless recorder with extra code 888 (hereinafter referred to as recorder), in
conjunction with its system components, meets the definition of a closed system according to Title
21 CFR Part 11.
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PC software components

Setup program

» Configures the recorder via a dialog-controlled program
» Archives the configuration data on storage media and outputs it via a printer

PC Evaluation Software (PCA3000)

* Visualization, archiving, and evaluation of saved process data

PCA Communication Software (PCC)

* Manually or automatically reads out the recorder data via the serial interface,
e.g. every day at 11:00 p.m.

* Also extracts the data by remote control via a modem

PC Security Manager Software (PCS)

* Manages the PC and recorder user list
» Checks user access to the PC programs and issues or rejects authorization to access the system
» Ensures the authenticity of the electronic signature

Recorder security manager software

+ Saves the user list in the recorder
* Checks user access to the recorder and issues or rejects authorization
» Ensures the authenticity of the electronic signature

PC Audit Trail Manager Software (PCAT)

» Records user actions with a time stamp, user name, details, and the reason for the change
» Saves and confirms all actions performed by the user




2 Requirement assessment

Requirements

The following explanations are based on the assumption that the reader has knowledge of the basic re-
quirements of Title 21 CFR Part 11.

Section Requirements:

Subpart B: Electronic Records

§ 11.10 Controls for closed systems

Personnel who use closed systems to create, modify, maintain, or transmit electronic records shall em-
ploy procedures and controls designed to ensure the authenticity, integrity, and, when appropriate, the
confidentiality of electronic records, and to ensure that the signer cannot readily repudiate the signed
record as not genuine. Such procedures and controls shall include the following:

a) Validation of systems to ensure accuracy, reliability, consistent intended performance, and
the ability to discern invalid or altered records.

‘ Requirement
fulfilled!
¢/ The system, which comprises the recorder and the corresponding PC programs, is val-

idated to ensure accuracy, reliability, and continuous scheduled services.

¢/ Itis ensured that invalid or unchanged documents (or manipulation attempts) are iden-
tified, documented in the audit trail, and not available for evaluation.

b) The ability to generate accurate and complete copies of records in both human readable

and electronic form suitable for inspection, review, and copying by the agency. Personnel

should contact the agency if they have any questions regarding the ability of the agency

to perform such a review and copy the electronic records.

‘ Requirement
fulfilled!
¢ All data is stored in a proprietary, non-disclosed binary format secured via checksum

algorithms.

+/ The process data is displayed in a readable format on the recorder or PC.

¢+ PC Evaluation Software is available for displaying the data on the PC. This software
allows you to visualize, copy, or print all saved data.

Section Requirements:
Subpart B: Electronic Records

§ 11.10 Controls for closed systems

c) Protection of records to enable their accurate and ready retrieval throughout the record
retention period.

‘ Requirement
fulfilled!
¢/ The data is stored in the internal recorder memory.

¢/ The internal recorder memory does not serve to transport data.

+/ The data archived in the internal memory can be extracted by authorized personnel via
an interface (serial or Ethernet) or a removable storage device (USB flash drive or
CompactFlash card, depending on the device) and archived in the PC.

¢ Access to the interface is protected by a user ID and password, access to the remov-
able storage device is monitored electronically.

+’ A proprietary, non-disclosed binary format secured via checksum algorithms ensures
that the data cannot be tampered with.

¢+ The data provided on the removable storage device is saved in a PC system for ar-
chiving and evaluation.
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Section

Requirements:
Subpart B: Electronic Records

§ 11.10 Controls for closed systems

d)

Limiting system access to authorized individuals.

‘ Requirement
fulfilled!

¢ System access is limited by assigning various rights to authorized people.

¢/ Each user must log into the system using his user ID and password.

+” The administrator assigns rights that are checked by the PC security manager software
each time the system is accessed.

¢ Only the administrator can change user rights.

¢+ Data that has already been recorded and archived also remains unmodified when
rights are changed.

Section

Requirements:
Subpart B: Electronic Records

§ 11.10 Controls for closed systems

e)

Use of secure, computer-generated, time-stamped audit trails to independently record the
date and time of operator entries and actions that create, modify, or delete electronic re-
cords. Record changes shall not obscure previously recorded information. Such audit trail
documentation shall be retained for a period at least as long as that required for the sub-
ject electronic records and shall be available for agency review and copying.

‘ Requirement
fulfilled!
¢/ The audit trail software is part of the device software and the corresponding PC pro-

grams (separate audit trails). The audit trail is automatically generated and cannot be
configured or switched off.

¢/ Itis ensured that all actions triggered by the operating personnel are automatically re-
corded and archived with the date and time.

¢/ Audit trail data cannot be changed or deleted in the recorder.

¢/ Personnel authorized to do so can add text or comments after entering a user ID and
password.

¢ All data saved in the recorder's audit trail is imported along with the process data into
the PC Evaluation Software and is available there.

¢/ Audit trail data can be made available for review at any time using the PC Evaluation
Software.

f)

Use of operational system checks to enforce permitted sequencing of steps and events,
as appropriate.

‘ Requirement
fulfilled!
«/ The order of steps, such as the batch reporting, is defined. This allows you to configure
whether an electronic signature must be provided for batch reporting. If an electronic
signature is to be required, for example, it is not authorized for ongoing batch reports

(in contrast to the completed batch reports).

¢ Another case: the recorder can be configured so that when the user logs off, he is re-
quested to provide an electronic signature for the authorized (logged on) time period.




2 Requirement assessment

Section

Requirements:
Subpart B: Electronic Records

§ 11.10 Controls for closed systems

)]

Use of authority checks to ensure that only authorized individuals can use the system,
electronically sign a record, access the operation or computer system input or output de-
vice, alter a record, or perform the operation at hand.

‘ Requirement
fulfilled!
¢ The access rights to the system are assigned by the administrator.

¢/ These access rights are checked and managed by the security manager software in
the recorder or by the PC security manager software.

¢ Only personnel with administrator rights can create or delete user lists.
¢ To access the system, a user must always log on using a unique user ID and password.

¢+ The administrator can limit the time period in which a password can be used. After this
time period expires, the user must enter a new password or he loses access authori-
zation.

Use of device (e.g., terminal) checks to determine, as appropriate, the validity of the
source of data input or operational instruction.

» Requirement
fulfilled!
¢+ The recorder can only be configured or operated by personnel authorized for this.

¢ Data saved in the recorder is automatically linked with a device ID number (production
number) that is always unique and can therefore be uniquely assigned.
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Section

Requirements:
Subpart B: Electronic Records

§ 11.10 Controls for closed systems

i)

Determination that personnel who develop, maintain, or use electronic record/electronic
signature systems have the education, training, and experience to perform their assigned
tasks.

‘ Requirement
fulfilled!

¢ All personnel involved in the development of the recorder and the corresponding PC
software have been trained in the content and requirements of Title 21 CFR Part 11.

¢ Corresponding training courses are also offered to the users of the recorder.

The establishment of, and adherence to, written policies that hold individuals accountable
and responsible for actions initiated under their electronic signatures in order to deter re-
cord and signature falsification.

Not
applicable!

The user is responsible for this.

k)

Use of appropriate controls over systems documentation including:

1) Adequate controls over the distribution of, access to, and use of documentation for
system operation and maintenance.

2) Revision and change control procedures to maintain an audit trail that documents
time-sequenced development and modification of system documentation.

Not
applicable!

The user is responsible for this.

Section

Requirements:
Subpart B: Electronic Records

§ 11.30 Controls for open systems

Personnel who use open systems to create, modify, maintain, or transmit electronic re-
cords shall employ procedures and controls designed to ensure the authenticity, integrity,
and, as appropriate, the confidentiality of electronic records from the point of their creation
to the point of their receipt. Such procedures and controls shall include those identified in
§ 11.10, as appropriate, and additional measures such as document encryption and use
of appropriate digital signature standards to ensure, as necessary under the circumstanc-
es, record authenticity, integrity, and confidentiality.

Not
applicable!

The recorder and the corresponding PC programs represent a closed system.

10




2 Requirement assessment

Section

Requirements:
Subpart B: Electronic Records

§ 11.50 Signature manifestations

a)

Signed electronic records shall contain information associated with the signing that clearly
indicates all of the following:

1) The printed name of the signer;
2) The date and time when the signature was executed; and

3) The meaning (such as review, approval, responsibility, or authorship) associated with
the signature.

‘ Requirement
fulfilled!
¢+ The electronic signature assigned to the relevant records is displayed on the recorder

or via the PC Evaluation Software in readable form. The electronic signature always
includes the names of the signer in block letters, date and time down to the second
when the signature was made and the meaning of the signature. Batches, time peri-
ods, or comments can be linked with electronic signatures. No data can be tampered
with, since the recorder and the corresponding PC programs generate the time them-

selves. The user must have specific authorization to change the recorder time. Each
change is documented in the audit trail in a manner that cannot be deleted.

Section

Requirements:
Subpart B: Electronic Records

§ 11.50 Signature manifestations

b)

The items identified in paragraphs (a)(1), (a)(2), and (a)(3) of this section shall be subject
to the same controls as for electronic records and shall be included as part of any human
readable form of the electronic record (such as electronic display, or printout).

‘ Requirement
fulfilled!
¢/ The electronic signature is part of the recorder raw data.

+” The recorder raw data comprises the electronic record, electronic signature, audit trail
data, and the checksum. The format is generated in the recorder and cannot be mod-
ified for transmitting the data to and saving it on the PC.

¢+’ The recorder raw data, including the electronic signature is recorded in a proprietary,
non-disclosed binary format secured by checksum algorithms. The recorder raw data
including the linked electronic signatures that cannot be deleted are tamper-proof.

¢+’ The electronic signature is added to the readable version of the electronic documents
(display or printout) that is derived from the raw data.

+” The printed copy or electronic copy (PDF format) includes a note indicating that the dis-
play format is derived from the recorder raw data.

11



2 Requirement assessment

Section

Requirements:
Subpart B: Electronic Records

§ 11.70 Signature/record linking

Electronic signatures and handwritten signatures executed for electronic records shall be
linked to their respective electronic records to ensure that the signatures cannot be ex-
cised, copied, or otherwise transferred to falsify an electronic record by ordinary means.

‘ Requirement
fulfilled!
¢+’ The recorder raw data, including the electronic signature is recorded in a proprietary,

non-disclosed binary format secured by checksum algorithms.

¢+ Therecorder raw data including the linked electronic signatures that cannot be deleted
are tamper-proof.

+/ Security manager software functions are set up on the recorder and the corresponding
PC programs with the following tasks that cannot be changed:

PC security manager software:

* Generates and manages the PC and recorder user list

+ Checks user access to the PC programs and issues or rejects authorization
* Ensures the authenticity of the electronic signature

Security manager software (recorder):

+ Saves the user list in the recorder

» Checks user access to the recorder and issues or rejects authorization
+ Ensures the authenticity of the electronic signature

¢ Access to the recorder or the corresponding PC programs defined by the security man-
ager software ensures that an individual cannot falsify or copy an electronic signature.

¢+’ The recorder and the corresponding PC programs do not allow the electronic signature
to be changed or deleted. The recorder and the corresponding PC programs detect at-
tempts to change or delete an electronic signature and display them.

¢/ The event is documented in the audit trail in a manner that cannot be deleted.

12



2 Requirement assessment

Section

Requirements:
Subpart C: Electronic Signatures

§ 11.100 General requirements

a) Each electronic signature shall be unique to one individual and shall not be reused by, or

reassigned to, anyone else.

‘ Requirement

fulfilled!

+/ The PC security manager software allows the administrator to set up the users on the
recorder, their rights, their initial password, and their password restrictions and transmit
them encrypted and summarized in a user list and to the recorder.

¢ The PC security manager software ensures the uniqueness of the combination con-
sisting of the user name and his user ID for each user entered in the user list.

¢/ Although user rights can be revoked (by the administrator), they cannot be removed
from the user list.

+/ The recorder security manager software is based on the user list and ensures the au-
thenticity of the electronic signature.

b) Before an organization establishes, assigns, certifies, or otherwise sanctions an individu-
al's electronic signature, or any element of such electronic signature, the organization
shall verify the identity of the individual.

Not
applicable!
The system owner is responsible for this.

c) Personnel using electronic signatures shall, prior to or at the time of such use, certify to
the agency that the electronic signatures in their system, used on or after August 20, 1997,
are intended to be the legally binding equivalent of traditional handwritten signatures.

Not
applicable!
The system owner is responsible for this.

1) The certification shall be submitted in paper form and signed with a traditional handwritten
signature to the Office of Regional Operations (HFC-100), 5600 Fishers Lane, Rockville,
MD 20857.

Not
applicable!
The system owner is responsible for this.
2) Personnel using electronic signatures shall, upon agency request, provide additional cer-

tification or testimony that a specific electronic signature is the legally binding equivalent
of the signer's handwritten signature.

Not
applicable!

The system owner is responsible for this.
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2 Requirement assessment

Section

Requirements:
Subpart C: Electronic Signatures

§ 11.200 Electronic signature components and controls

a)1)

Electronic signatures that are not based on biometrics shall: employ at least two distinct
identification components, such as an identification code and password.

‘ Requirement
fulfilled!
¢/ The electronic signature can only be performed by a user who is authorized by the ad-

ministrator and who has been authenticated by the access control (PC security man-

ager software) using a user ID (user name) and the recorder password or the
corresponding PC programs.

When an individual executes a series of signings during a single, continuous period of

controlled system access, the first signing shall be executed using all electronic signature
components; subsequent signings shall be executed using at least one electronic signa-
ture component that is only executable by, and designed to be used only by, the individual.

‘ Requirement
fulfilled!

¢ In all cases, only one user at a time can be authorized by the recorder or PC security
manager software using the rights assigned to him by the administrator.

¢+ The electronic signature can only be executed by a user logged into the recorder or the
corresponding PC programs and requires full authentication in the initial instance and
each repeated instance by the security manager software using the user ID (user
name) and password.

¢~ Prior to executing the electronic signature, the user is shown the following text: "your
signature is legally binding and is the equivalent of your handwritten signature.”

i)

When an individual executes one or more signings not performed during a single, contin-
uous period of controlled system access, each signing shall be executed using all of the
electronic signature components.

‘ Requirement
fulfilled!
¢+ The electronic signature can only be executed by a user authenticated in the recorder

or the corresponding PC programs and requires full authentication in the initial instance

and each repeated instance by the security manager software using the user ID (user
name) and password.

a) 2) 3)

Electronic signatures that are not based on biometrics shall:

2) Be used only by their genuine owners; and

3) Be administered and executed to ensure that attempted use of an individual's electronic
signature by anyone other than it's genuine owner requires collaboration of two or more
individuals.

‘ Requirement
fulfilled!
¢ This is ensured by the specified method for creating and managing the user list, which

provides the basis for authorizing and authenticating a user.

¢/ A user cannot by himself use an electronic signature other than his own.

+/ Each attempt is detected and documented in the audit trail in a manner that cannot be
deleted.

¢+ Each user uses a password defined according to the preset restrictions. Only the user
knows this password. No one can read passwords out of the recorder or using the PC
programs, for example.

14




2 Requirement assessment

Section

Requirements:
Subpart C: Electronic Signatures

§ 11.200 Electronic signature components and controls

b)

Electronic signatures based on biometrics shall be designed to ensure that they cannot be

used by anyone other than their genuine owners.

Not
applicable!

There are no plans for an electronic signature based on biometrics.
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2 Requirement assessment

Section

Requirements:
Subpart C: Electronic Signatures

§ 11.300 Controls for identification codes/passwords

Personnel who use electronic signatures based on the use of identification codes in combination with
passwords shall employ controls to ensure their security and integrity. Such controls shall include:

a)

Maintaining the uniqueness of each combined identification code and password, such that
no two individuals have the same combination of identification code and password.

‘ Requirement
fulfilled!
+” The PC security manager software allows the administrator to set up the users on the

recorder, their rights, and their password restrictions and transmit them encrypted and
summarized into a user list and to the recorder.

+/ A device ID number (production number) that is always unique ensures that all data is
assigned to a recorder.

+/ The PC and recorder security manager software ensures the uniqueness of each com-
bination consisting of a user ID and password.

Ensuring that identification code and password issuances are periodically checked, re-
called, or revised (e.g., to cover such events as password aging).

‘ Requirement
fulfilled!

+” The same high security criteria, which also apply to the electronic records, are used for
the user list as a basis for the recorder and PC access controls.

¢/ Actions that tamper with the user list are detected. In this case, the user list is disabled
and this event is documented in the audit trail in a manner that cannot be deleted.

+” Therecorder and PC security manager software ensures that the restrictions set up by
the administrator are checked each time the user list is changed and each time the ac-
cess controls are checked. This includes the obsolescence of passwords.

¢/ The user whose password is outdated is blocked and the event is documented in the
audit trail in a manner that cannot be deleted. Only the administrator can reauthorize
these users.

c)

Following loss management procedures to electronically deauthorize lost, stolen, missing,
or otherwise potentially compromised tokens, cards, and other devices that bear or gen-
erate identification code or password information, and to issue temporary or permanent
replacements using suitable, rigorous controls.

‘ Requirement
fulfilled!
¢+ Therecorder and the corresponding PC programs do not use any markers, tokens, etc.
The security is achieved using the user rights and password restrictions configured by
the administrator. This means, for example, an initial password must be configured by
the administrator, which the user must immediately change upon initial access so that
only he knows the password. In addition, a validity period can be preset for the pass-
word.

¢ If the restrictions are not observed, the user's authorization is revoked.

¢/ This event is documented in the audit trail in a manner that cannot be deleted.

16




2 Requirement assessment

Section

Requirements:
Subpart C: Electronic Signatures

§ 11.300 Controls for identification codes/passwords

d)

Use of transaction safeguards to prevent unauthorized use of passwords and/or identifi-
cation codes, and to detect and report in an immediate and urgent manner any attempts
at their unauthorized use to the system security unit, and, as appropriate, to organizational
management.

‘ Requirement
fulfilled!
¢/ The PC and recorder security manager software prevent unauthorized access. Each

attempt is detected and documented in the recorder or PC audit trail in a manner that
cannot be deleted.

Initial and periodic testing of devices, such as tokens or cards, that bear or generate iden-
tification code or password information to ensure that they function properly and have not
been altered in an unauthorized manner.

Not
applicable!

The recorder and the corresponding PC software do not use or generate any markers, to-
kens, etc., which contain user ID or password information.
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